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CYBER SECURITY AND DATA PROTECTION

In today's digital age, cybersecurity is paramount to data protection. With the increasing volume of
sensitive information being stored and transmitted online, the risk of data breaches and cyberattacks has
never been higher.

Effective cybersecurity measures safeguard personal, financial, and corporate data from unauthorised
access, theft, and damage. By implementing robust security protocols, organisations can protect their
assets, maintain customer trust, and comply with regulatory requirements.

Ultimately, information security and data protection is not just about preventing data loss; it's about
ensuring the integrity, confidentiality, and availability of critical information, which is essential for the
smooth operation and success of any business.

Challenges

. The Data Protection Framework has evolved over time but is not fully mature. There are several
compliance and regulatory requirements across multiple geographies.

. Compliant Data Processing Agreements must be put in place with third parties, where personal data is
being shared or accessed.

. Utilising surveys requires a defined set of objectives and processes to ensure that the information
collected is handled according to the Data Protection Policy & relevant regulations.

. Limited skilled resources available within the business in this specialist area of expertise.

. The consequences of getting it wrong can be serious both in terms of enforcement but also potential
reputational damage.

Opportunities

. Demonstrating compliance with information security requirements and data protection regulations
enhances brand and value.

. Establishing a framework for handling data will significantly reduce the turnaround time and associated
effort in completing compliance questionnaires.

. A robust data protection framework will minimise the risk of data breaches and associated fines,
penalties and reputational damage.

. Managing people’s personal data in a secure manner demonstrates commitment to privacy, thus
gaining the confidence of clients, employees and associates.

. Compliance reduces enforcement action by supervisory authorities.
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OUR TEAM

Compliance is a team effort and involves practical advice across various specialisms. We have therefore
put together a team of experts from a number of disciplines to assist you with your compliance needs.

¥ Right

Right Cue Consulting are Cyber Security Compliance Experts, specialising in compliance and
assurance services. Our offerings are tailored to help businesses navigate complex regulatory
landscapes while enhancing security and operational efficiency.

LAUDIS

At LAUDIS, we help businesses meet their data protection obligations and grow with confidence
by offering consultancy, outsourced DPO services, and GDPR-compliant training. Our qualified
experts deliver practical, business-focused solutions based on real-world commercial experience.

(Y Clarkslegal

Clarkslegal LLP is a leading commercial law firm, founded in 1913, with offices in Reading and
London. It has specialist privacy and data protection lawyers who provide expert guidance and
advice on a range of data protection issues including data protection policies and procedures,
data privacy notices, data protection clauses in contracts, data protection breaches and data
subject rights.

When you sign up for one of our packages you will be introduced to one of our specialists at Right Cue.
They will conduct your maturity assessment and gap analysis as set out in the packages below. They will
work with you to create a road map or implementation plan to assist you with compliance, drawing on
expertise within the group as needed, making sure the correct person is assisting you at every stage of
your compliance journey.
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PACKAGE 1
DATA PRIVACY AUDIT MATURITY ASSESSMENT

The rise in automated storage of personal information and the increase in cross-border trade have led to
the creation of new standards. These standards enable individuals to exercise control over their personal
data while ensuring the free flow of information needed to support international trade.

Privacy regulations and Acts are framed in a way that maintains a balance between concerns at a national
level for personal freedom and privacy and the ability to support free trade. Utilising the Data Protection
Act, PECR and ICO guidelines we will conduct a comprehensive tabletop review of your data privacy
framework.

Our approach to the Assessment

. This will involve examining your data protection and privacy policies, and understanding your
organisation’s responsibilities in meeting privacy regulation requirements.

. We will verify that your data collection and data flows are properly documented to ensure justification,
lawfulness, and compliance with other privacy obligations.

. We will assess your privacy compliance within the supply chain, including data processing agreements,
protection measures, and requirements for international data transfers.

. We will also audit your procedures for reporting breaches to the appropriate authorities and handling
subject access requests to ensure the personal freedoms and rights of individuals are upheld.

The audit will encompass the data privacy requirements of the Data Protection Act and PECR, ensuring
compliance with the standards set by the Information Commissioner's Office and other relevant supervisory
authorities.

Data Privacy

On completion of the maturity assessment, a
report on the findings will be delivered along
with a roadmap of activities to increases data

Personal Data Inventory . .
privacy maturity.

Time to complete the assessment is 2 days.

Data Subject Rights
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PACKAGE 2

GAP ASSESSMENT OF TECHNICAL CONTROLS,
GOVERNANCE CONTROLS AND DATA PRIVACY

IASME Cyber Assurance is an Information Assurance standard allows organisations to demonstrate their
level of cybersecurity for a realistic cost and indicates that they are taking proper steps to protect their
customers’ information adequately. The Data Protection Act and ICO guidelines state that every
organisation processing personal data must carry out safeguards against loss, theft and unauthorised
access.

Our approach

Based on international best practices, IASME Cyber Assurance is risk-based and includes vital security
aspects such as staff training, planning and operations. IASME Cyber Assurance incorporates an
assessment against the General Data Protection Regulation (GDPR) requirements.

We will include a tabletop review of the architecture diagrams, existing process documentation and any
previous risk assessments, followed by further conversations with the operational teams on business
processes. We will map the maturity of the existing controls against each of the requirements. The
assessment will cover cyber security (mapped to Cyber Essentials Scheme), information governance, and
data privacy requirements.

Data Privacy Cybersecurity IT Governance

Personal Data Inventory Network Security People Management

Data Subject Rights Secure Configuration Operations

Deliverable

1. A detailed gap assessment report against, an agreed implementation plan with clearly defined
responsibilities and timelines
2. A presentation to the senior management on the gap assessment.

Number of Days: 5 days
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GDPR Training Packages
DATA PROTECTION TRAINING FOR STAFF

Data protection training for staff is mandatory in the UK under the UK GDPR and Data Protection Act 2018,
which requires businesses handling personal data to ensure employees understand their responsibilities
and the principles of data protection.

GDPR Training Packages

The GDPR training would be offered by Laudis and covers the following:

|deal for new employees or those who Keeping your team’s knowledge up to
need a full refresher on data protection date and reinforcing key principles.

basics under UK GDPR PECR and
Data Protection Act.

Regular updates, short courses, and Tailored to your organisation’s needs
interactive content to maintain data or industry-specific requirements.

protection awareness.

. International Data Transfers — Understanding the rules around sending data
overseas.

. Data Protection Impact Assessments (DPIAs) — Identifying and mitigating risks in
new projects.

. Breach Handling & Reporting — Knowing how to respond effectively to a data
breach.

. Subject Access Requests (SARs) — Handling requests from individuals wanting to
access their personal data.
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LAUDIS ( Clarkslegal

I Right

+44 1256 744 780

cyber@rightcue.com
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